
OPENVPN SERVICE FEATURES 
UNLIMITED CONNECTIONS & SWITCHING BETWEEN HIGH 

PRIVACY OFFSHORE SERVERS AROUND THE GLOBE 

With Anonyproz OpenVPN service you get access to ALL our high speed and high privacy offshore servers 
worldwide including Panama. Simply choose from a list of available server locations in our pre-configured OpenVPN 
client and click Connect. To switch from another server location, click Disconnect and choose another server 
location. Our servers are located in the USA ,Panama, UK , Malaysia , Czech, Romania, Luxembourg, Ukraine, 
Netherlands,Russia and Singapore .While using our servers you can be rest assured that your private data will 
remain private from prying eyes. Our single VPN account is All-in-One (USA , UK , Malaysia , Czech, Romania, 
Luxembourg, Ukraine, Netherlands,Russia,Singapore and Panama) VPN account. Hence,as a client of 
Anonyproz.com, you will get access to all our servers. Most other VPN providers usually limit on the number of 
server/location you can connect to and charge extra for it. You can consider it to be a big advantage over any other 
VPN provider.All accounts come with unlimited data transfer and P2P, torrent and IRC is allowed. 

  

DUAL ENCRYPTION & ANONYMIZATION SERVICE (OPENVPN+SSH 
TUNNELS) 

As a subscriber, you will get access to dual encryption and anonymization services (OpenVPN and SSH Tunnels) on 
all our servers for your varied needs.For example, if you only need to encrypt certain applications such as emails, 
VOIP, messengers etc and not anything else, then SSH can do it more efficiently. If all applications need to be 
encrypted over the Internet then OpenVPN would be more appropriate.You are allowed unlimited connections and 
switching either OpenVPN or SSH tunnels between ALL the servers with unlimited bandwidth. Anonyproz operates 
SSH 2 tunnels with AES-256 bit data encryption on all its servers. The SSH tunnel servers are configured on ports 
80 and 443 to bypass any ISP restriction. Our SSH accounts can be used as SSH Socks proxy which are highly 
secure and also provide a very fast connection. Compared to OpenVPN, SSH tunnel in addition to providing you full 
anonymity also encrypts your connection with AES-256 bit data encryption and is faster. The SSH Socks proxies 
can be used as stand-alone Socks 5 proxy or in combination with OpenVPN as an additional layer of security or 
bypass advanced firewalls and Deep Packet Inspection devices (DPI) that are able to detect and block OpenVPN 
traffic. SSH tunnel clients can be downloaded from oursetup page for all platforms (Windows/Linux/MAC OS X) 

ONLY OPEN SOURCE 

To ensure your anonymity, we use software with open source (OpenVPN & OpenSSH).Only with software based on 
open source code, you can be sure of 100% in the absence of government back-doors, which can compromise your 
anonymity. OpenVPN is the most reliable and secure solution for encrypted tunnels compared to PPTP or other 
unsecure protocols, offering a higher than military degree of security. 

FAST and HIGH UPTIME OPENVPN/SSH SERVERS 

To ensure our subscribers total satisfaction, we are dedicated to providing fast and high uptime OpenVPN servers 
on different locations. We currently have our servers in 12 countries majority which are offshore. All our OpenVPN 
servers are monitored in Real-Time using our custom OpenVPN monitoring tool to ensure that you get 98-99% 
uptime 24/7. Our subscribers can also view the status of our servers in real time through our server status web 
interface. 

PRIVATE & SECURED DNS SERVERS 

Anonyproz operates private and secure DNS servers for our VPN servers.The private DNS servers are never logged 
in contrast to public or open DNS servers.Each of our servers are configured to use our privately maintained DNS 
servers which is automatically assigned to you once connected to our VPN. DNS are used to translate domain 
names into machine readable IP addresses. This means that any website you visit once connected to the VPN 
server can be logged by the DNS provider. Using public or open DNS servers for VPN is not safe because the DNS 

http://184.22.136.125:8080/index.htm
http://184.22.136.125:8080/index.htm


queries can be logged by the provider and may be vulnerable to various forms of attack such as DNS spoofing and 
Denial-of-service (DoS) attacks. Thus by operating and using our private DNS servers integrated with malware and 
phishing protection for our VPN servers, you can be sure that you will get maximum security when connected to 
our VPN networks. 

FREE PLAIN-TEXT TRAFFIC LEAK PREVENTER 

To ensure our subscribers get maximum encryption and anonymity , we have developed powerful proprietary 
application known as OpenVPNWatchdog also known as Plain-Text Traffic Leak Preventer which can be used in 
combination with our customized and pre-configured OpenVPN client installer. The Plain-text Traffic Preventer 
software is designed to monitor your OpenVPN connection and ensures that you do not blow up your anonymity 
when you lose your OpenVPN connection. When connected to the OpenVPN server and OpenVPN WatchDog is 
enabled, you can sure that all traffic leaving your computer is fully encrypted. Whenever your OpenVPN connection 
crashes due to server outrage or internet connectivity issues, OpenVPN WatchDog will automatically detect it, 
disable internet access on your system and alert you of the danger. As an active subscriber of Anonyproz you will 
receive a free license key to unlock the software in your welcome email after signing up for our OpenVPN services. 
For non subscribers,you can order for the program or signup for a free 1 month trial and obtain the license key for 
OpenVPN Watchdog. For more details please go to: 

http://www.openvpnchecker.com 

STRONG ENCRYPTION and 100% PRIVACY 

To initiate the connection, 2048-bit RSA keys are used. Data transfers use 128/256-bit AES. Cipher symmetrical 
Blowfish and AES encryption algorithms are used which has a proven of not being compromised till date.In 
addition, we do not keep OpenVPN logs as the logs are automatically deleted every 5 minutes. This ensures 100% 
privacy for our subscribers.By using our service we guarantee you that you will be anonymous, secure and safe. 
We do not only have one location and we offer you many different server locations and you can choose which 
location is the best solution. All servers are highly protected and secured. 

 ANTI-PHISHING and ANTI-MALWARE PROTECTION 

Anonyproz OpenVPN servers includes powerful IP/Domain Filtering system using well known and user contributed 
real-time block list (RBL) of malware and phishing sites and will automatically block any access to these malicious 
sites and warn you of the potential danger of the malware site.This helps to protect you from Viruses, Trojans, 
Worms, or any other software considered "Malware" thereby providing additional security and protection while 
connected to our VPN network and routing your DNS queries via our DNS servers. This offers our subscribers an 
additional layer of protection by preventing them from visiting these known phishing sites when browsing with our 
OpenVPN servers.This added feature is provided free of charge as part of our service. For more details, click here 

 OPENVPN on PORT 443 and 80 to BYPASS All ISP PORT 
RESTRICTIONS 

Anonyproz offers OpenVPN only on port 443 and 80 TCP. This means that even the most brutal techniques of 
monitoring, censorship, throttling and traffic shaping will fail against Anonyproz OpenVPN , because your internet 
traffic will only be seen as secure https/http traffic on port 443 and 80. We have configured our OpenVPN server to 
use port 80 and port 443 so that no matter what your ISP cannot block our server or service as these are the basic 
ports needed even to browse any normal unblocked website. Our OpenVPN service can be even used from behind a 
proxy, so if your office or school has some firewall with proxy setup, then too our service will work on it. 

Anonyproz OpenVPN does not collect personal data on sign-up and there is also anonymous payment methods 
available. We also do not keep logs of your connection data and provides all the requirements for a true 100% 
privacy like: 
a. No collection of personal data during signup (anonymous signup). 

b. No collection and/or retention of personal data during payment (anonymous payment). 

c. No collection of connection data or other data (logging) during the use of our services. 

http://www.anonyproz.com/openvpnwatchdog.msi
http://www.openvpnchecker.com/
http://www.anonyproz.com/malwarefilter.pdf


 

  

 FREE OPENVPN SERVER STATUS CHECKER SOFTWARE 

We offer free downloads of our OpenVPN checker application "Anonyproz OpenVPN Checker". Anonyproz OpenVPN 
Checker is an application that gives you the real time status of our openVPN servers and your account. OpenVPN 
checker runs Openvpn connection by simulating your login the OpenVPN servers. It automatically detects client 
.ovpn files in OpenVPN\config folder and uses them for checking. For downloads including installation and usage 
manuals, please go to our downoload section. 

 LEGAL TORRENTS DOWNLOADING/STREAMING ALLOWED WITH 
UNLIMITED BANDWIDTH 

Our secure OpenVPN servers allows you to securely and anonymously download legal P2P and Torrents without any 
limitations and traffic shaping by your ISP. Your P2P and Torrents traffic will be fully encrypted through our 
OpenVPN servers. However, we only permit legal P2P and Torrents downloads. We do not support the downloading 
of copyrighted materials.Please read our Terms of Use for more details. 

 AUTOMATIC PORT FORWARDING ENABLED SERVERS 

Anonyproz OpenVPN offers Automatic Port Forwarding (NAT Port Mapping Protocol) in all our OpenVPN 
servers.Once connected to our OpenVPN servers and the NAT-PMP supported application such as BitTorrent is 
started, the NAT-PMP supported application then requests that specific TCP and UDP ports be forwarded to them. 
However instead of manually forwarding these ports, our OpenVPN servers automatically accepts and forwards 
ports in the range of 1025-6500 through the NAT PMP. Additional Ports can be configured if requested. 

 


