Mac OS/X OpenVPN instructions (using Viscosity)

Viscosity is a commercial alternative to Tunnelblick. It offers a number of visual, usability and
stability features which make it preferred over Tunnelblidr more information on Viscosity
and how to purchase, please isiscosity website atiscosityvpn.com

To use Viscosity to authenticate to our OgEN servers please follow the following steps:
Step 1: Download Viscosity

Please download Viscosity fromscosityvpn.com
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Step 2: Install Viscosity
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Like most other Mac OS/X applications, Viscosity is installed by opening the DMG file and
dragging the Viscosity icon into the Applications folder.

Step 3: Copying files

Go to http://www.anonyproz.caviscosity.rar, tadownload thédpenVPN config fles for
connecting via Viscosity forMAC.

This will give you a zip file containing the files necessary to create an OpenVPN connection.

Please extract these files from the ZIP file to a foldsmof choosing. You will neethem in
the next steps.
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Step 4: Starting Viscosity

Start Viscosity like you would any other application. Once started a small globe will appear in
themenu bar

®
Step 5: Creating a connection

There are two ways to create a connection:

1 By doubleclicking and importing the .@n file provided.
1 By manually entering all settings.

In both cases, you should check all the setting to ensure they are set cdteatlg.will guide
you on how to import the .ovpn fiend manually enter the settings.

Import Mode:

Please click the Viscosity globe and select Preferences.

Lretails...

Preferences...

Quit Viscosity

The preferences window will show.
Please atk the + symbol and select 'Imp@bnnectioh Then navigate to the folder where you

saved your VPN configuration files and select the .ovpnRilease import the .ovpn file that
corresponds to thAnonyproz OpenVPNerver.

Manual Mode:

1. Click on the AGeneral o tab and a window as
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O8O0 Preferences —

—Hin-l-l—* Authentication = Options = Metworking  Proxy = Advanced 1—

Connection: MName:

Remote Server: Address:

Port: _ |
Method: Protocol:
Device:

{f Enable DHCP [ 1 Enable IPv6

Eﬁﬂnnedwhen‘u’ismsiw opens [ Cancel ) (——‘jln—a

In the Viscosity.rar archive, you will find a Word document file which provides all the
connect on i nformation you wil/ need to input ur
USA server, the connection information or settings are as follows:

Connection NameUSA Server

Remote Server Addres216.155.147.132
Port: 443

Method Protocottcp

Device tun

The sample screenshot is shown below:



—H Authentication = Options = Networking Proxy  Advanced ]—

Connection: MName: |U|( Server 1 Port 443

Remote Server: Address: |195.3.136.115

Port: 443

Method: Protocol:
S T—

' Enable DHCP [ | Enable IPv6

E Connect when Viscosity opens ( Cancel ) H

Step 6: Preferences
 Clickky GKS & h Lithde pr¢Téréncesi winslowlwiff §how your moection
configuration. Then check the options as shown below:



General:

M Start Viscosity at Login
|| Disable Time Machine backups while connected
S Reconnect active connections on wake

[ | Disconnect connections after 10 @ minutes of inactivity

Updates:

W Automatically check for updates ( Check For Updates Now )

Import:

l:: Import Tunnelblick Connections :)

1 You can now clicksaveand close the preferences window.

Step 7: Options
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—[ GCeneral  Authentication H_‘ MNetworking = Proxy  Advanced ]—

Ping: Ping: 3 Ping Restart: 15

Persist Options: E Persist Tun || Persist Local IP

M persist Key | Persist Remote IP

Peer Certificate: | Require Server nsCertType

Compression: LZ0 Compression: [ On (Adaptive) H

Other: # No Bind ™ Pull Options

™ Connect when Viscosity opens ( Cancel ) H

Step 8: Networking
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! General Authentication Options ' Networking | Proxy Advanced

1 Youcan now clickSaveand close the preferences window.

Routing:

DNS:

Other:

™ Connect when Viscosity opens

Step 9: Advanced
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E Send all traffic over VPN connection

Default Gateway: [

Route Mask  Gateway

- Metric

+]-]

# Enable DNS support

DNS Servers: l

Domains: [

Shaper: [—| -FrRament [—I
Tun MTU: Inactive:
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NN Preferences

=]

' General Authentication Options Networking Proxy ' Advanced |

Custom scripts to be automatically run when a connection connects or
disconnects can be selected below. These must be AppleScript scripts.

Connected Script:  “clect Connecied Sori + | Select ...

Disconnected Script: = /oot Dicony i Script :

Extra OpenVPN configuration commands can be entered below. These are
automatically appended to the configuration file.

resolv-retry infinite

EConnect when Viscosity opens ( Cancel ) H'H

T 9YGiSNI KAEG OBBYNWRNYBUNPEREY Ay (GKS hLISy+tb C
box as sbhwn above

1 You can now clicksaveand close the preferences window.

Step 10: Network Settings
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Metwork Settings:

™ Use alternate DNS support
™ Accept IPv6 Router Advertisements
|| Reset network interfaces on disconnect

OpenVPN:

W Keep original certificate /key names on import

OpenVPN Version: [ 2.1 (Default) H

Step 11: Proxy Settings
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1 You can now clickSaveand close the preferences window

Step 12: Authentication Settings

T SelectthkeketicAtii on Typeo as SSL/TLS Client

1 Inthis tab you'll have to select tlkpenVPN config files that were decompressed from the
archiveearliee . Sel ect the corr espon trtmegorespding, N Cer
OpenVPN serveof interest: ca.crior CA, cert.crtfor Cert and key.kefor Key.

1 Configure the rest settings as shown in the screenshot below:



