HOW TO USE PORTABLE OPENVPN CLIENT FOR WINDOWS

About Portable OpenVPN Client:

OpenVPN Portable by Lukas Landis is a modified OpenVPN Client as a portable
application which allows you to connect to our OpenVPN servers on any
computer including non-privileged computers .This is especially useful when you
are using a public computer and you don’t have the necessary permissions to
install our windows OpenVPN client installer. This portable OpenVPN client has
been tested with all our OpenVPN servers and it works fine.

Benefits of Portable OpenVPN Client:

Portable OpenVPN Client has all features of the standard OpenVPN client while
providing you with additional benefits:

o Portable OpenVPN client requires no installation and can be run from
removable media such as USB stick, Floppy, etc...

e You don't need Admin rights on a computer to run the program.

o Portable OpenVPN client can be used on a computer with guest access only
(for example at Internet Cafe).

Using Portable OpenVPN Client:

1. Download the portable OpenVPN client from:
http://www.anonyproz.com/portableopenvpnclient.rar

2. Decompress the archive file using any decompressing software such as
Winzip or Winrar

3. After decompressing the file, you will find some folders and file as show
below:



Mame Date modified
app 12/28/2010 7:05 PM
data 12/28/2010 7:05 PM
other 2/28/2010 7:05 PM
®a OpenVPNPortable 2/9/2010 7:41 AM

Type Size

File folder
File folder
File folder
Application 228 KB

4. Double click on the “OpenVPNPortable” executable file. After double

clicking, the following screen pops up :

PORTABLE

5. To start OpenVPN, first run the Portable OpenVPN GUI by double clicking
on the desktop icon or start menu icon. The OpenVPN GUI is a system-tray
applet, so a red icon for the GUI will appear in the lower-right corner of the

screen as shown below:



T:51 PM
12/28/201(]

6. Right click on the system tray icon, and a menu should appear showing
Anonyproz OpenVPN servers, and giving you the option to connect.

Canada Server

France Server

Malaysia Server Port 443
Malaysia Server
Reomania Server

UK Server

USA Server

Prowy Settings

About
Exit

Custormize...




Connect Canada Server
Disconnect France Server
Show Status Malaysia Server Port 443

Malaysia Server

View Log
Edit Config

Change Password

Romania Server
LK Server
LISA Server

Prowy Settings

About
Exit

Customize...

7. Choose any server of your choice and authenticate using your member
username and password as shown below:
"

Current State: Connecting

Tue Dec 28 20:04:37 2010 OpervPM 2.1.1 i636-pe-mingw32 [S5L] [LZ02] [PECS11] built on Dec 11 2009

-

CpenVPN - User Authentication

Uzermarne: IUSET

Ixxxxxxxxxxxxxxxxxxxx

Paszwaord:

| aF. I Cancel

Digconnect Reconnect Hide !




OpenVPN Connection (Canada Server) EM

Current State: Connecting

Tue Dec 28 20:08:51 2010 Data Channel MTU parmz [ L1544 D: 1450 EF44 EB1ISET.0ELOAF3MT ] -
Tue Dec 28 20:06:51 2010 Local Options hash [YER=YA): 53109417

Tue Dec 28 20:06:51 2010 Expected Remote Options hazh WER=\4]: ‘o0l 03fa8"

Tue Dec 28 20:06:51 2010 Atterpting ta establish TCP connection with 174,137 53.34:443

Tue Dec 28 20:06:52 2010 TCP connection establizhed with 174.137.58.34:443

Tue Dec 28 20:06:52 2010 Socket Buffers: R=[8192->8132] 5=[3192->3192]

Tue Dec 28 20:06:52 20010 TCPw4_CLIEMT link local: [undef]

Tue Dec 28 20:06:52 2010 TCPw4_CLIEMT link remote: 174.137.58.34:443

Tue Dec 28 20:06:52 2010 TLS: Initial packet from 174,137 58.34: 443, 2id=137r3347 7ebled12

Tue Dec 28 20:06:52 20010 WaRMIMG: thiz configuration may cache passwords in memory - uge the auth-r
Tue Dec 28 20:06:55 2010 VERIFY OF: depth=1, AC=U5/5T =CA/L=5anFrancizco/O=Fort-Funston/CH=Fc|
Tue Dec 28 20:06:55 2010 WERIFY Q. depth=0, /C=U5/5T =CA/L=5 anFrancizco/O=Fart-Funstan/CH=a. | =
Tue Dec 28 20:06:57 20010 D ata Channel Encrypt: Cipker ‘BF-CBC' initialized with 128 bit key

Tue Dec 28 20:06:57 2010 Data Channel Encrept: Uzing 160 bit meszage hash "'SHAT' for HMALC authentic
Tue Dec 28 20:06:57 2010 D ata Channel Deciypt: Cipher 'BF-CBC' initialized with 128 bit key

Tue Dec 28 20:06:57 20010 D ata Channel Decrypt: Uzing 160 bit meszage hazh "SHAT for HMAC authentic
Tue Dec 28 20:08:57 2010 Control Channel: TLS 1, cipher TLS+1/5503 DHE-RSA-AES256-5HA, 1024 ¢
Tue Dec 28 20:06:57 20010 [ovprzre] ] Peer Connection [nitiatked with 174.137.58.34:443

Te—

1| 1] | 3

Digconnect | Reconnect I Hide

8. After successfully authenticating to the server, the red portable OpenVPN

GUl icon will change to green indicating that a successful authentication has
been made.

Customize...




