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SSL to SSH Tunneling Software Installation (Windows)

This guide explains how to install Anonyproz SSL to SSH tunneling application which is pre-
configured and compiled from Putty and stunnel open source software packages. The program

can be used to create a secure encrypted tunnel via SSH Socks proxy.

Note: This program is mainly intended for users who cannot connect directly to any SSH server
listening on port 443 for SSH tunneling as a result of SSH traffic filtering and blocking by strong
firewalls or Deep Packet Inspection devices using protocol handshake filtering. The aim of the
program is to make your SSH traffic indistinguishable from real SSL traffic.

Below are the main benefits of using this program:

1. Bypass Deep Packet Inspection (DPI) or layer-7 protocol firewall filtering of SSH protocol
Ability to connect to SSH server on port 443 if direct outgoing connection to SSH server
listening on port 443 is blocked on your network

3. SSH over SSL traffic is indistinguishable from real SSL traffic
All SSH traffic nicely hidden in SSL tunnel

5. Double encryption for paranoid users

Installation Steps:
Stepl: Download the installers from the links below for your desired location:

http://www.anonyproz.com/ssl-ssh-usal.exe (USA Server 1)

http://www.anonyproz.com/ssl-ssh-usa2.exe (USA Server 2)

http://www.anonyproz.com/ssl-ssh-fr.exe (France Server)

http://www.anonyproz.com/ssl-ssh-lu.exe (Luxembourg Server)

Note: You need to install only one of the above applications at a time on your computer
depending on your desired server location. (France, USA or Luxembourg)

Step2: Install the application. You need to run only one of the above installers at a time. Run
the downloaded file and accept all defaults. During the installation, a command line window
will pop up for the certificate installation. Then when prompted for the information to be
incorporated into the certificate request, press enter for all to choose the defaults or enter your
desired values.


http://www.chiark.greenend.org.uk/~sgtatham/putty/
http://www.stunnel.org/
http://www.anonyproz.com/ssl-ssh-usa1.exe
http://www.anonyproz.com/ssl-ssh-usa2.exe
http://www.anonyproz.com/ssl-ssh-fr.exe
http://www.anonyproz.com/ssl-ssh-lu.exe
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i ;1 Anonyproz S5L-55H Tunneling Setup = X

License Agreement
Flease review the license terms before installing Anonyproz ;&‘J{JI\'YPROZ

S5L-55H Tunneling.

Secure [xiernet
Anonymaty

Press Page Down to see the rest of the agreement.

WWelcome to the Anonyproz 55L-55H Tunelling installer. - |

m

Anonyproz S5L-55H Tunneling is using stunnel and PUTTY. Both of the licence files are
below,

stunnel license

| Copyright (C) 1998-2012 Michal Trojnara

This program is free software; you can redistribute it and for modify it under the terms of
' the GMU GE_ngrﬂI Public License as publisheu;l by ﬁje Free Software Foundation; either -

If you accept the terms of the agreement, didk I Agree to continue. You must accept the
agreement to install Anonyproz 55L-55H Tunneling.

C:A\Program Files (x86)\Anonyproz S5L-55H Tunnel\nﬁnssl.exﬁ N — = | B |
LARMING: can’t open config file: Ausr~-localsssl-openssl.cnf - I

Loading ’'screen’ into random state — done =
Generating a 2048 hit RSA private key E

You are about to be asked to enter information that will be incorporated
into your certificate reguest.

llhat you are about to enter is what iz called a Distinguizhed Mame or a DM.
There are gquite a few fields but vou can leave some hlank

For some fields there will he a default value.

If you enter *.*', the field will be left blank.

Country Mame (2 letter code> [PL1:

Important: Before installing the application, please turn off any firewalls and anti-virus software for
the duration of the install. If this is not done, there could be a failure in the software install.

Step3: On the final screen of the installer, you will see the Socks proxy information created and
you will find stunnel and Putty icons placed on your desktop with Putty icon name “Anonyproz
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SSL-SSH Tunneling”. To start the tunnel, simply double click on this Putty icon to begin the
authentication process.

| 77 Anonyproz SSL-S5H Tunneling Setup _El_l_Ju ——

Completing the Anonyproz S51L-5S5H
Tunneling Setup Wizard

Host: localhost
Port: 12345
Socks Type: Socks W5 ||

Step 4: Authenticate to the server. You will be prompted to enter your member username and
password which you have received from us or chosen during your signup.

Note: You must leave the Putty window open. Do not close it or attempt to enter any
command. You must leave the window open throughout your tunnel session.
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preeid BN EEEEN BB B
1o as: lamn

39 2012 from localhost.localdomain

= |
==

[ — i - ]

After successful authentication, the stunnel icon on your taskbar should now display an active
session as shown below:

That's all you need to do to open the tunnel. Now you're ready to configure your application
such as web browser, VOIP, messengers, OpenVPN etc with the Socks 5 proxy as displayed
above:

Host: localhost

Port: 12345

Proxy Type: Socks 5 (Requires no authentication)
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Switching Servers

Our SSL-SSH servers are currently located in USA, France and Luxembourg. A separate SSL-SSH
tunneling installer is provided for each server. Unlike OpenVPN, stunnel can only accommodate
one client config file at a time on the GUI. This means that if you want to switch from one
server to another, you must terminate your current connection, and edit the remote SSH server
IP on client config file in the stunnel program folder on your computer. This should be at :
C:\Program Files (x86)\stunnel (For windows 7)

You will receive the SSL-SSH servers IP in your welcome email. To edit the IP take the following
steps:

1. Terminate your current connection by closing the Putty window

2. Right click on the stunnel icon on the taskbar and click on “Edit stunnel.conf”

Show Log Window
Save peer certificate

Edit stunnel.conf

reload stunnel.con

Reocpen Log File
Homepage

Manual

About

1 session(s) active

ustomize...
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File Edit Format View Help

sslversion = all
client = yes
[stunnel-ssh]

accept = 7000
CONMect = H00XXNI00( KN 443

3. Edit the IP marked xxx.xxx.xxx.xxx to the new IP and save the changes. Leave the other

parameters unchanged! Do not edit the other lines. The Port must remain as 443.

4. Reload the config file- Right click on the stunnel icon on the taskbar and click on “Reload

stunnel.conf”
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Show Log Window
Save peer certificate 2

Edit stunnel.conf

Reload stunnel.conf

Reopen Log File

Homepage
| Manual
. About
E’ﬁ
ﬁ Exit
Customize...

6:59 PM
17472012

E [ A ™

5. Finally click on the Putty icon on your desktop and authenticate to the new server using
your login credentials. Then confirm if your IP has changed by Vvisiting
http://www.myiptest.com

Important: This SSL-SSH tunneling application do not currently support automatic re-connection
when disconnected due to shaky ISP connections, outrage or server disconnections. Whenever
you lose your tunnel, you must always re-start the tunnel by clicking on the Putty icon and then
authenticate to the server.


http://www.myiptest.com/
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Legal Disclaimer: Use of VPN and tunneling services is perfectly legal in most countries and jurisdictions. As long
as you are not performing illegal activities, then it is perfectly legal to use a VPN service. By subscribing for our VPN
services, you agree not to violate any laws of your jurisdiction and the laws of the specific VPN server location
(country) which you are connected to and tunneling your traffic through. It is your responsibility to know and
understand any relevant laws pertaining to the use of encryption products such as OpenVPN in your jurisdiction.
Anonyproz cannot be held liable for using our services.



